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® U.S. Intelligence Community. Worldwide Threat Assessment of the U.S. Intelligence Community, Apr.
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® Telecommunication Standardization Sector of ITU, Recommendation X.1205: Overview of Cybersecurity ,
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2, available at; http://www.itu.int/rec/T—REC—X.1205—200804—1,
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GEARE . W IEREEMNEELE., Hit,. FEBAFZHL&MERTE, 44
AR TFE&TRRER A 2BUARE MZE S E B %269 MR85, B 1L E A s E K
G sh X R K K 2GR BN T ERXMELZLHEEAR,

(Z) Mg &2 PE A ™= 4E

R 4% % 2 ) B IR T M4 5 M AWK BOR (25 2 ABREM{E. THEK
W e o T % R 30 3 (] L S A 5 BX IR E F AR MEE R R4, NE T 20 e

O XA 1999 £ £ A e 2 B K L 2 8 A Narional Security Strategy for A New Century) § K
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ZEHESETEXERNNE RS, FEBCEH NS S EMRRLE L HE
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@ Kenneth Neil Cukier and Vikior Mayer-Schoenberger. “The Rise of Big Data: How It's Changing the Way

We Think about the World.” Foreign Affairs. May/Jun. 2013. p.28.
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tre”; Mitch Waldrop. “Big Data: Wikiomics”: Clifford Lynch, “Big Data: How Do Your Data Grow? ”;
Felice Frankel. “Big Data: Distilling Meaning from Data”:Sue Nelson. “Big Data: The Harvard Comput-
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ers”; Doug Howe. Maria Costanzo. “Big Data: The Futurce of Biocuration”: Nature. Vol. 455/No. 7209,
Sept. 4. 2008,

® Kenneth Neil Cukier and Vikior Mayer-Schoenherger. *The Rise of Big Data; How It's Changing the Way
We Think About the World,” p.35.

® Robert (). Keohane. Joseph S, Nye. Ir.. "Power and Interdependence in the Information Age.” Foreign
Affairs. Vol, 77 Issue 5+ Sept. Oct. 1998. p.82,



PEXRPOHME RGN « 13

FRZNTE, H—H R T AL SBMEKE . A EEBATF 1993 FEHERER
FBEIiE TR . 1994 4F & 23k (E B ERIR MBI LI, 4L 20 FEMLIRIEEE
FHRMEEIRE LI T 81T 10 1220 B LT M4, EE B E 21T 0 B E iR sh&
Wi, 1990 £ R 25 A AEER, 2013 F2BRE B H PRk 27 2.9
2012 FLIREFHFHEFHC BT 1 T2E7K.C HAEENE> RS . &85
b RiHFELSMETREEME, 2RESEMREN LR EEC S I RE
FitSETHEREM, — B R ERERFRHETT . BNERMSWIEEERHEZ
Fi, ANXPNEXL LY MERTLEEBAEREZBER FEIRTLLERAN A LHE
Xt ) — AN ERPE N SR (6] R,

SNTIRFIE L MKE R ERE MG IPTE K,

XEBRERBUEKMAZ O [ E2iRit e, LERERTSE
HEEHHAR, BaYXEEBHFE R RIT R E (Advanced Research Projects
Agency) i it i (ARPANET) B &5 % & A9 2 LL“ TUA” (Redundancy ) {3 3iE % 18
M, BB RISIERIE S dp 2 e 2k HARMIE K BRI, BB N REMEH B
FERMTEAWERE., GLMRRAMENERMERB NS BEFHSETEEREE
REY MG S EAT, BN TR ELANHEAUZMNHEE, — WA EZHEXCEKXEKX
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@ International Telecommunication Union. “The World in 2013; ICT Facts and Figures.” Feb. 27. 2013. a-
vailable at: http://www.itu.int/en/1TU—D/Statistics/ Documents/facts/ICTFactsFigures2013.pdf. p.2.

® “Ecommerce Sales Topped $ 1 Trillion for First Time in 2012,” Feb. 5. 2013, available at: http.//www.
cmarketer.com/ Article/Ecommerce— Sales— Topped— 1 = Trillion— First— Time—2012/1009649,

@ “Current and Projected National Security Threats to the United States.” Hearing before the Select Commit-
tee on Intelligence of the United States Senate One Hundred Twelfth Congress Second Session. Jan, 31,
2012, available at: http://www. gpo. gov/{dsys/pkg/CHRG — 112shrg74790/pdf/CHRG — 112shrg74790.
pdf. p.14,

® FEHERXRAXRSKEZARAXRFT-—REKA' T2E KRB ZXHELY201243 A 27 8. %K% L
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http://www.itu.int/cn/I%e4%b8%81U%e2%80%94
http://www.gpo.gov/fdsys/pkg/CHRG
http://www_sdpc.gov.cn/zcfb/zdl)U/2012tz/W020120329402141091330.pdf,%e7%ac%ac
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® Tanya Brewer. “Proceedings of the Cybersecurity in Cyber-Physical Systems Workshop.” U.S. National
Institute of Standurd and Technology. Feb. 2013. available at: http.//nvipubs. nist. gov/nistpubs/ir/
2013/NIST.IR.7916. pd{.
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B IAE BHBREALEELS BR . EEGRARREPEHL ~i#E,

@ USCC. "2010 Report to Congress of the U.S.-China Economic and Security Review Commission.” Oct. 29,
2010. available at; http;//origin. www, uscc. gov/sites/default/files/annual _ reports/2010 — Report — to —
Congress. pdf.

@ “Promoting Global Internet Freedom,” Hearing before U.S. House Committee on Foreign Affairs. Dec. 8.
2011. available at: http://www. gpo. gov/fdsys/pkg/CHRG — 112hhrg71621/pdf/CHRG — 112hhrg71621,
pdf. p.18.
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@® Zack Whittaker. “Google Admits Patriot Act Requests , "ZDNet, Aug. 11, 2011, available at: http;//
www, zdnet.com/blog/igeneration/google —admits — patriot —act — requests— handed — over — europcan~ da-
ta—to—u—s—authorities/12191,

QO WHAKRBERRITLINARGEE —HIRRTERREFEATHE L hHE).2012 £ 11 A 22
B.& LKA http: //www.miit.gov.cn/n11293472/n11294464/n14835886/15025545. html,

@ U.S. House Permanent Select Committee on Intelligence. “Investigative Report on the U.S. National Securi-
ty Issues Posed by Chinese Telecommunications Companies Huawei and ZTE.” Oct. 8. 2012, available at;
http: //intelligence. house. gov/press — release/investigative — rcport — us — national — sccurity — issues —
posed— chinese — telecommunications.

@ “U.S. Public l.aw 113~116. Consolidated and Further Continuing Appropriations Act, 2013.” Mar, 26,
2013. available at; http;//www.gpo.gov/{dsys/pkg/PILAW — 113publ6/pdf/PLLAW—113publ6.pdf. p.273.
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® Dutch Ruppersberger, " Opening Statement at Hearing on Chinese Telecommunications Investigation.”
U.S. Housc of Represcentatives Permanent Seleet Committee on Intelligence. Sept.13. 2012. available at;
htip: //intelligence. house. gov/sites/intelligence. house, gov/files/documents/09122012DutchOpening. pdf. p.
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@ U.S. Office of National Counterintelligence Executive. Foreign Spies Stealing U.S. Economic Secrets in
Cyberspace ; Report to Congress on Foreign Economic Collection and Industrial Espionage.. 2009~ 2011 .
Oct. 2011. available at; http://www,ncix.gov/publications/reports/fecie_all/Foreign_Economic_Collection
_2011.pdf. p.5.

® Mandiant. "APT1: Exposing One of China’s Cyber Espionage Units.” Feb. 19, 2013. available at: http://
intelreport.mandiant.com/Mandiant_APT1_Report.pdf.

@ Office of the United States Trade Representative, *2013 Special 301 Report.” May 1, 2013, available at;
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® Richard McGregor. "U.S. Says China Is Stepping up Cyber War.” The Financial Times. May 7. 2013,

® Tom Donilon. “The United States and the Asia-Pacific in 2013, "Remarks at The Asia Society. Mar. 11.
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